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gﬁ? THONG BAO
6?,[7 Hudng din trién khai mot s6 nhiém vu trong tam
vé an toan thong tin mang 06 thang cudi nim 2025

Ha Noi, ngay 28 thang 7 nam 2025

Kinh gui:
- Céc b, co quan ngang bg, co quan thugc Chinh phu;
- Uy ban nhéan dan c4c tinh, thanh phd truc thude Trung uong.
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Thuc hién Nghi quyet s6 190/2025/QH15 ngay 19/02/2025 cua Québc hoi
quy dinh vé xtr Iy mot s6 van dé lién quan dén sip xép t6 chirc bd may nha nudc,
tir ngay 01/3/2025, B6 Cong an tiép nhan nhiém vy quén ly nha nudc vé an toan
thong tin mang tur Bo Thong tin va Truyén théng. Can ctr Luat An toan thong tin
mang ngay 19 thang 11 nam 2015; Nghi dinh s6 85/2016/ND-CP ngay 01 thang
7 nam 2016 ctia Chinh pht vé bao dam an toan hé théng thong tin theo cap do;
Quyét dinh s6 964/QD-TTg ngay 10 thang 8 nam 2022 ciia Thu tuéng Chinh phu
phé duyét Chién luoc An toan, An ninh mang quoc gia, chu dong ing pho vOi céac
thach thuc ti khong gian mang dén nam 2025, tam nhin 2030; Chi thi s6 09/CT-
TTg ngay 23 thang 02 ndm 2024 ciia Thi tuéng Chinh phu vé tuan thu quy dinh
phap luat va tang cuong bao dam an toan hé thng thong tin theo cap do; Thuc
hién Cong dién s 33/CH-TTg ngay 07 thang 4 thang 2024 cta Thu tuéng Chinh
phu vé tang cuong bao dam an toan thong tin mang. Hién nay, nguy co mét an
toan thong tin trong nudc van pho bién, phirc tap. Viéc bao dam an toan thong tin
trén khong gian mang khong chi la trach nhiém cia co quan quan ly nha nudc ma
con la trach nhiém chung cua toan xa hoi. Theo thong ké, nam 2024 toan quéc ghi
nhan khoang 5000 cudc tan cong mang, phat hién gan 500.000 dija chi IP tham gia
mang botnet, gay thiét hai dang ké cho x4 hoi. Céc cudc tan cong chu yéu nham
vao cac hé thong thong tin co cap do an toan thong tin muc 1, 2.

Thuc hién chirc ndng quan ly nha nude vé an toan thong tin mang, nham
day manh trién khai cac hoat dong tuan thu, bao dam an toan thong tin mang theo
quy dinh tai cdc van ban quy pham phap luat va chi dao, diéu hanh cua Thu tuéng
Chinh pht tai cdc Chién luge, D& an, Quyét dinh, Chi thi néi chung va phong
chéng tan cong mang noi riéng; Bo Cong an dé nghi cac B9, co quan ngang B9,
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ban, nganh, tinh/thanh phd truc thudc Trung wong chi dao tap trung trién khai mot
s6 nhiém vu trong tdm vé an toan thong tin mang trong 06 thang cuoi nam 2025
thudc pham vi quan ly nhu sau:

I. VAN BAN QUY PHAM PHAP LUAT VA CHI PAO, PIEU HANH

Hién nay, hanh lang phép 1y vé an toan thong tin mang da co ban hoan
thién & muc chi tiét, day du dé cac co quan, t6 chtc ¢6 can cr va huéng dan,
tham chiéu dé trién khai. By Cong an d& nghj céc bg, nganh, dia phuong chi dao
ra soat téng thé va td chirc thuc hién dé dam bao hoan thanh cac nhiém vu duoc
cap c6 tham quyén giao tai cac quy dinh phap luat nhu: (1) Luat An toan thong
tin mang ngdy 19 thang 11 nim 2015; (2) Nghi dinh s6 85/2016/ND-CP ngay 01
thang 7 ndm 2016 cua Chinh phi vé bao dam an toan hé théng thong tin theo cap
do; (3) Quyét dinh sb 964/Qb-TTg ngay 10 thang 8 nam 2022 cta Thu tudng
Chinh phu phé duyét Chién lugc An toan, An ninh mang quoc gia, chu dong ing
pho véi cac thach thue tir khéng gian mang dén nam 2025, tAm nhin 2030.

II. CAC NHIEM VU TRONG TAM CAC THANG CUOI NAM 2025
1. Bio dam an toan thong tin theo cap d¢

- Lanh dao céac by, nganh, dia phuong chi dao céc co quan, don vj truc thudc
hoan thanh muc tiéu 100% hé théng thong tin cap do 1, 2, 3 thudc pham vi quan
ly duoc phé duyét Ho so dé xudt cap do cham nhét trong thang 10 nam 2025; hé
thong thong tin cap do 4, 5 duoc lap ho so giri dé nghi vé Bo Céng an tham dinh
ding quy dinh cua phép luat.

- 100% hé théng thong tin thudc pham vi quan ly duoc trién khai day du
phuong an bao dam an toan hé thong théng tin theo cap do phé duyét. Viéc trién
khai phuong 4n bao dam an toan théng tin can dam béo hiéu qua, tiét kiém. Uu
tién lya chon gidi phap, san pham an ninh mang, an toan thong tin do Viét Nam
phat trién dé chu dong vé cong nghé, cic giai phap can ho tro quan ly tap trung
dé dé vén hanh, tiét kiém chi phi, cac hé théng quan 1y yéu ciu dat may ch tai
Viét Nam, tuan thi v6i Nghi quyét s6 57-NQ/TW ngay 22/12/2024 ctia B6 Chinh
tri vé dot pha phat trién khoa hoc, cong nghé, doi méi sang tao va chuyén doi sb
quéc gia; Ludt An ninh mang, phép luat vé bao vé dit liéu ¢4 nhan va Quyét dinh
s6 113 1/QD-TTg ngay 12/6/2025 cia Thu tuéng Chinh pht ban hanh danh muc
cong nghé chién lugc va san pham cong nghé chién luoc.

- Nguoi dimg dau co quan t6 chire truc tiép chi dao va uu tién ngudn luc dé
to chirc thyc thi va trién khai cong tac bao dam an toan hé thong thong tin theo



cap dd theo chi dao cua Thu tudéng Chinh pht tai Chi thi s6 09/CT-TTg va Cong
dién s6 33/CD-TTg.

- Trong 06 thang cubi nam 2025, cac bo, ban, nganh, tinh/thanh phé truc
thudc trung wong trién khai: (1) Xay dung Huéng dan bio dam an toan thong tin
cap b, ban, nganh, tinh/thanh phé truc thude trung uong. (2) Tiép tuc tap huan
cho can bd phu trach cong tac bao dam an toan h¢ théng thong tin cua don vi van
hanh hé thong thong tin.

2. M6 hinh biao dam an toan thong tin 04 16p

- Phin ddu 100% hé thng thong tin clia co quan, t6 chtre duge t chiic bao
dam an toan thong tin thuc chat, toan dién; nang cao ning luc cta 16p gidm sét, bao
vé chuyén nghiép va két ndi, chia sé thong tin voi Trung tim An ninh mang quéc
gia thugc Cuc An ninh mang va phong, chéng t6i pham str dung cong nghé cao.

- Nang cao nang luc luc lugng tai chd dap ung yéu cau mai thong qua dao
tao, tuyén dung hodc thué chuyén gia, bao dam moi don vi chuyén trach an toan
thong tin ¢6 toi thiéu 05 chuyén gia an toan thong tin mang.

- Hoan thanh mé rong pham vi giam sat, bao vé cho 100% hé théng thong
tin thudc pham vi quan 1y. Déi v6i cac hé théng thong tin cap do 3 trd 1én, khuyén
nghi to chirc gidm sét, bao vé day du cac 1op: 16p mang, 16p tmg dung, 16p co so
dit liéu, 16p thiét bi dau cudi.

- Kiém tra, danh gid an toan thong tin dinh ky theo quy dinh cho hé thong
thong tin thudc pham vi quan ly. Ra soat danh sach céc trang web (.gov.vn) bao
gdm ca cac sub domain dé kiém tra, danh gia an toan thong tin dinh ky.

- Duy tri két n6i on dinh, chia sé day du dir liéu gidm sat theo thoi gian thuc
vé Trung tim An ninh mang quoc gia dé dugc ho trg gidm sat, phén tich, canh
bao sém cac nguy co vé an toan thong tin mang va tan cong mang.

- Ban hanh quy trinh béo céo, phdi hop tng phé su cb theo su diéu phoi cua
Trung tam An ninh mang quoc gia.

3. Kiém tra tuan tha

Kiém tra tuan thu quy dinh cua phap luat vé an toan thong tin mang bao
dam an toan thong tin mang vura la bao vé td6 churc, nhung ciing 1a trach nhiém
cta to chue. Tuy nhién, nhiéu co quan chua nhan thac hodc nhan thuc chua déy
du van dé nay. Vi vay, nhén thirc va mirc do tuén thu cac quy dinh vé bao dam
an toan thong tin cua cac don vi truc thudc cac by, nganh, dia phuong con long
l¢0, han ché, chua dugc quan tdm thuc hién day du. Pay 1a mot trong nhing
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nguyén nhan co ban khién cho nguy co mat an toan thong tin trong hoat dong
clia co quan, to chirc con nhiéu vén dé dang lo ngai. Theo quy dinh cua Nghi
dinh s6 85/2016/ND-CP va Théng tu sé 12/2022/TT-BTTTT, chu quéan hé théng
thong tin va don vi chuyén trach co trach nhiém dinh ky t6 chire kiém tra, déanh
gid an toan thong tin déi vai cac co quan, td chirc thude pham vi quan ly. B
Cong an dé nghi:

- Phéan dau 100% bd, nganh, dia phuong to chirc kiém tra, danh gia tuan thu
quy dinh ctia phap luat vé an toan thong tin.

- Trong 06 thang cudi nam 2025, t chirc téi thiéu 01 doan kiém tra, danh
gid tudn thu cac quy dinh phap luat vé an toan thong tin ddi véi cac don vi, to
chtrc, doanh nghiép thudc pham vi quan ly.

Noi dung: Kiém tra tuan thu quy dinh phap luat vé bao dam an toan hé
thong théng tin theo cdp do (theo Ludt An toan théng tin mang, Nghj dinh s6
85/2016/ND-CP va cac van ban huéng dan).

Do6i tugng: Trong tdm 1a céc don vi, t chirc, doanh nghi¢p dang duoc giao
quan ly, van hanh nhiéu hé thong thong tin hodc hé thong théng tin quan trong,
dung chung.

4. Dién tap thue chién

Ngay 13 thang 10 nam 2022, Thu tuéng Chinh phu di ban hanh Chi thi s6
18/CT-TTg vé viéc ddy manh g clru sy ¢o an toan thong tin mang Viét Nam,
trong d6 néu rd cac bg, co quan ngang by, co quan thuéc Chinh phu, Uy ban nhan
dan cac tinh, thanh phé truc thudc Trung wong: “T6 chirc dién tap thuc chién toi
thiéu 01 1an/ndm déi voi hé théng thong tin cAp do 3 tré 1én nhim danh gid kha
nang phong ngura xam nhép va kha nang phat hién kip thoi céc diém yéu vé quy
trinh, cng nghé, con ngudi”. Dién tap thuc chién da thuc su da tao ra hiéu Ung
tich cuc va dat duogc hiéu qua rd rang. Chat lugng dién tap thuc chién cling duoc
cai thién. Viéc phét hién va xir ly kip thoi nay dong vai tro quan trong trong viée
bao vé hé thong thong tin cling nhu co quan, t6 chirc, doanh nghi¢p, nguoi dan su
dung céc hé thong thong tin. Bo Cong an dé nghi 100% b, nganh, dia phuong to
chtre dién tap thuc chién trong nam 2025. Mdi b, nganh, dia phuong t6 chuc toi
thiéu 01 cudc dién tap thuc chién an toan thong tin mang trong nam 2025. Trong
d6, dam bao c¢6 to chuc dién tap thuc chién cho cac hé thong thong tin cap do 3
tro 1én.

B6 Cong an dé nghj cac bg, ban, nganh, Gy ban nhén dan céc tinh/thanh phd
truc thude trung wong tién hanh xay dung phuong hudng thuc hién nhiém vu 06



thang cubi nam 2025. Két qua tong két vé cong tac bao dam an toan thong tin
mang gui vé Bo Cong an (qua Cuc An ninh mang va phong, chéng t6i pham sir
dung cong nghé cao - Pia chi: L6 E2 khu d6 thi Cau Gidy mdi, phuong Cau Gidy,
thanh phé Ha Néi) trude ngay 15/11/2025 dé tap hop, bao cédo Chinh phu theo
quy dinh tai Diéu 52 Luat An toan thong tin mangg’/

B¢ Cong an tran trong thong bao./.
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